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FD-1057 (Rev. 5-8-10) 


Title: 


From: 


Synopsis: 


FEDERAL BUREAU OF INVESTIGATION 


Po 


UNCLASSIFIED 


Electronic Communication 


(U) Victim: Crow Holdings Date: 


DALLAS 
DL-CY-1 


Approved By: ssl 


victim of the 


(U) 


Full Investigation Initiated: 11/25/2013 


Enclosure (s): 


Enclosed are the following items: 


Email 1 from Crow Holdings 


Email 2 from Crow Holdings 


Email 3 from Crow Holdings 
2.6.2015 Emails with subject 


15 U 
2% U 
d. U 
4. U 
© U 
6. U 
7. U 
Details: 


On 26 January 2015, the Dallas FBI spoke with 


[or Crow Holdings, 3819 Maple Ave. Dallas, Texas. Crow 


Holdings is an financial and investment firm that manages the Crow 


Family 


Estate 


02/17/2015 


To document information obtained from Crow Holdings, a 


[LLL ]exeiainea that they were a victim of an e-mail 


scam and wired $20,000 to a fraudulent account. Fortunately, 


quickly reali 


ed the mistake and the wire was reversed, thus 


not suf 


fer a 


financial loss. 


UNCLASSIFIED 


they 
they did 


b3 
b7A 
b7E 


b6 
b7C 
b7E 


b3 
b7A 
b7E 


b7E 


b6 
b7C 


[oo 


UNCLASSIFIED 


Taste e's (U) Victim: Crow Holdings 


On 20 January 2015, an employee with Crow Holdings 


received an e-mail from 


and her correct e-mail address is 


is known to send e-mails to the Crow Holdings 


employees to request that a wire be sent to various accounts for either 


charitable donations, investments, etc.[ Joia not notice that the 
e-mail came from a different account. 


The initial e-mail simply asked[ _if she was in the office. 


[_] responded and said she was. The subject then asked[ о 


wire $20,000 to the following account: 


Account Name: [ f] 
Account Number: [i-—— 
Routing Number: Г] 


Amount to Transfer: $20,000 


A search revealed that[ | date of birth was[ and SSN 


The relevant e-mails are attached in an electronic 1A. 


Dallas also received verbal AUSA concurrence 


On 5 February 2015, Г responded to 
and said that the $20,000 was returned and asked 
where a new wire should be sent. The subject responded and in all 


UNCLASSIFIED 


2 


b3 
b7A 
b7E 


b6 
b7C 


b6 
b7C 


b5 
b6 
b7C 
b7E 


[oo 


UNCLASSIFIED 


Tute (U) Victim: Crow Holdings 


During the e-mail communications, the subject 


sent a second bank account where Crow Holdings was to send a $20,000 


wire. 


Account Name:[ | 


Routing Number:[ ] 


A search revealed that[ ^ ]aete of birth is and 
there were two SSNs associated with this account, and 


These e-mails are also attached in a 1A. 


+ 


UNCLASSIFIED 


3 


b3 
b7A 
b7E 


b7E 


b6 
b7C 


From: 


Sent: Tuesday, January 20, 2015 2:16 PM 
To: 
Subject: Re: FW: Fed Ref # 


Thank you so much and do have a lovely day. 


Sorry. I must have sent the email to an old email address. The wire has been placed. 


Crow Ho.pincs 


=) 


3819 Maple Ave. Dallas TX 75219 uda 
b7C 


| l| ] 


From 


Sent: Tuesday, January 20, 2015 1:23 PM 
то | 
Subject: FW: Fed Ref # 


See below. Wire has been processed. 


Crow HorpiNcs 


[ 


3819 Maple Ave. Dallas TX 75219 


L 


From 


Sent: Tuesday, January 20, 2015 1:19 PM 
To] | 
Subject: Ref # 


43463 il | F S20,000.00 b6 
b7C 


Crow HOLDINGS 


[ 


3819 Maple Ave. Dallas TX 75219 


Confidentiality Notice: The information contained in this communication (including any attached file(s)) is 
confidential, proprietary, and/or legally privileged and is intended only for the use of the addressee(s). Refer to 
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disclaimer. 
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From: 


Sent: Tuesday, January 20, 2015 1:57 PM 
To: | | 


Subject: Re: Hello 


HEN 


I will like to know the status of the transfer. 
Thank you, 


[ 


Оп Tue, Jan 20,2015 at 1:04PM[ rot: 
Got it. I will let you know when wire has been placed. 


Sent from my iPhone 


On an 20,2015, 91200 PM " 
«[ < 


Below is the wiring details: 


Routing Number: 
Bank Address: 
Amount to Transfer: $20,000 


Kindly send me an email as soon as it is done. 
Thank you so much, 


[| 


On Тое, Jan 20, 2015 at 12:48PM] ote: 
Go ahead and send me the wiring details and I'll take care of it. Thanks. 


Sent from my iPhone 


Г] 


I would need you to kindly help me process a wire transfer today kindly let me 
know if I should email you the details now or wait till you arrive at your office. 
Please Advise. 


Thank you, 


| Оп Tue, Jan 2, 2015 at 12:21PM] — ] 


wrote: 
I am going to be there by 1 pm this afternoon. Thanks. 
b6 
Sent from my iPhone b7C 


"^ wrote: 


I hope you are having a great day let me know if you are in the office today 
by replying my email. 


Thank you, 


NEM 


Confidentiality Notice: The information contained in this communication 

- (including any attached file(s)) is confidential, proprietary, and/or legally 
privileged and is intended only for the use of the addressee(s). Refer to the 
attached web link for important legal and regulatory information: 


http://www.crowholdings.com/email-disclaimer. 


Confidentiality Notice: The information contained in this communication (including any 
attached file(s)) is confidential, proprietary, and/or legally privileged and is intended only for 
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From: 

Sent: Fri February 06, 2015 12:06 PM 
To: 

Subject: RE: Hello 


See below for fed ref#. 


Fed Ref# 3798|} $20,000 


Thanks!! 


Crow Horpmas 


Из = : = zh TX 75219 


prom —— |, — 
Sent: — February 06, 2015 10:59 AM 


To: 
Subject: Re: Hello 


Do you have the feds ref# now ? 


С] 


Ok. The wire has been turned into Treasury. | will send you the fed ref# once it has been placed. Thanks. 


Crow Horprmos 


[ 


3819 Maple Ave. Dallas TX 75219 


{1 EN 


b6 
b7c 


From] ^ |[тайо 
Sent: Friday, February 06, 2015 10:03 AM 


To: 
Subject: Re: Hello 


Yes. 


Thanks 


[ 


b6 


. ь7с 


Hopefully we can get it done before noon. How much did | need to send? $20,000 again? Thanks. 


Crow Ho tpincs 


Г] 


3819 Maple Ave. Dallas TX 75219 
{__ |: ] 


From] REN торан 
Sent: Friday, February 06, 2015 10:00 AM 


To: 
Subject: Re: Hello 


1] 


Below is the wiring instructions: 


Account Name[ | 
Account Number] — — ] 


Bank name и 
Routing Number] č ě ] 


Kindly confirm the receipt of this and let me know if it will be done before 12 noon today. 


b6 
Thank you, b7C 


Г] 


| am so sorry | didn't respond to you yesterday. | was actually out of the office. I am here not so you can send me the 
wiring instructions whenever it is convenient for you. Thanks. 


Crow Horpmos 


С] 


3819 Maple Ave. Dallas ТХ 75219 


pf FL 


From] [mailto 
Sent: Thursday, February 05, 2015 12:18 PM 


To: 
Subject: Re: Hello 


That is some good news kindly let me know if you are in the office right now so that I can furnish you with the 
new instruction. 


Thank you, 


b6 


| was just notified by our treasury department that the $20,000 wire was returned to us. Can you confirm that the 
wiring instructions below are correct. Thanks for your help. 


Crow Ногрмоѕ 


[| 


3819 Maple Ave. Dallas TX 75219 


Lo d 1] 


From: 


Sent: . Wednesday, January 21, 2015 4:30 PM 
To: 
Subject: Re: FW: Fed Ref # 


Г] 
Are you in the office at the moment ? 


Thank you, 


On Te, адо зазоре 


Sorry. I must have sent the email to an old email address. The wire has been placed. 


Crow HorpriNcs 
b6 


3819 Maple Ave. Dallas TX 75219 


PY 
{FL 


From 


Sent: Tuesday, January 20, 2015 1:23 PM 
Subject: FW: e 


See below. Wire has been processed. 


Crow HOLDINGS 


[ |] 


